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Stratusphere™: How to perform a backup restore of the Stratusphere Database 

Overview 

These instructions address the simple use case of backing up a Stratusphere Database. It does 

NOT supply instructions to backup any other aspects of the Stratusphere Hub OR Database 

appliances such as SSL certificates, key stores, and user credentials (passwords). 

Preparations 

1. Do NOT open or save the .sh files on Windows machines. The EOL/Carriage Return 
formats are different between Windows and Linux. Saving in Windows format causes 
failure on Linux. 

2. If default credentials have been changed, then obtain updated credentials of the 
FRIEND user accounts on the Stratusphere Hub or Database appliances. 

 
3. Download and install an SSH client like PuTTY or Windows Command Prompt or similar. 
4. Download and install an SCP client like WinSCP or Windows Command Prompt or 

similar.  
5. Ensure access to TCP/22 is available to the appliance from your local workstation. 

Note: Depending on your platform, use the following credentials: 

Default Database Appliance Credentials for FRIEND User 

• On-Premises Appliances:  

o Username: friend 

o Password: sspassword 

• AWS Cloud Appliances:  

o Username: ec2user 

o Password: Your VM Instance ID 

• Azure Cloud Appliances:  

o Username: az-user or azureuser 

o Password: Your VM Instance ID 

Default Hub & Collector Appliance Credentials for CONSOLE User 

• On-Premises Appliances:  

o Username: ssconsole 

o Password: sspassword 

• AWS Cloud Appliances:  

o Username: ec2user 

o Password: Your VM Instance ID 

• Azure Cloud Appliances:  

o Username: az-user or azureuser 

o Password: Your VM Instance ID 
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6. The backup restore scripts will display an estimate of the amount of space needed to 
back up or restore the entire database. Here is information if you are interested in 
performing the checks yourself: 

a. Ensure enough space is available on the ‘/var/lib/pgsql’ partition of the source 
Stratusphere Hub or Database appliance to accommodate the database backup 
file. To find out the free space available do the following: 

b. On the source Stratusphere Database appliance local console, log in using the 
default FRIEND credentials If any of these credentials have been changed, 
please obtain and use the modified credentials.  

c. Execute the following command and enter the password when prompted (default: 
‘sspassword’): 

sudo df -h 

 
 

d. Look for the value under the ‘Avail’ column for the /var/lib/pgsql partition. This is 
the available space: 29GB. 

e. The database backup script has an aggressive compression ratio (between 9:1 
to 15:1). Use this ratio as a guideline to get an approximate idea of the amount of 
space needed to accommodate the backup file.  

f. Use the ‘Current audit size’ field in Stratusphere Web UI’s Administration section, 
under the Hub Administration > Data Retention > Status tab to calculate the 
estimate size of the backup file. 

 
 

g. So, based on the image above, you would need between 24GB/9 = 2.6GB and 
24GB/15 = 1.6GB of space for the backup file. In this example, since 2.6GB and 
1.6GB is less than 29GB there should be enough space for the backup file to be 
generated. 
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7. It is recommended but not required that all services on the Hub and Collectors are 
stopped before starting a backup. However, for restoring data all services on the Hub 
and Collectors must be stopped before starting a restore. To do so, log into the console 
of the Hub and (if any) Collectors using the default CONSOLE credentials. If these have 
been changed, please use the modified credentials.  

a. On the console of Hub and Collector Appliance menus, navigate to S) Software 

Services option. 

b. Toggle off all running services one at a time on the Hub and Collectors except 

the database service (if your database is on the Hub itself and not a separate 

appliance). The script handles turning services off and on if the database is 

running on the Hub itself, but it does NOT stop any services on Collectors. 

c. After stopping services on the Hub and Collectors, you are ready to perform a 

backup restore of the Stratusphere Database. 

8. The scripts for backup and restore can be run in interactive mode and non-interactive 

command line mode. This document supplies instructions on running backup and restore 

in interactive mode and in non-interactive mode using command line arguments. 
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Interactive Instructions 

Liquidware recommends performing backup and restores using interactive mode if performing 

one off backup and restores. The interactive mode displays available options of what the script 

can do, with feedback on what it is doing, and even an estimate on the amount of time left to 

perform the backup or restore. 

 

On the destination database appliance: 
1. Open your SCP client to connect & log into the destination appliance running the 

database using the default FRIEND credentials on port 22. If these default credentials 
have been changed, please obtain, and use the modified credentials.  

2. Upload the restore script from your local desktop folder to the /home/[username] 

folder (where [username] is the FRIEND user for the platform) on the appliance that runs 
the database i.e., if you run only a Hub database, please upload it to the Hub appliance 
or if you run a Hub and a Database appliance, please upload it to the Database 
appliance. 

3. Open your SSH client to connect to the database appliance and log in using the default 
FRIEND credentials. If these default credentials have been changed, please obtain, and 
use the modified credentials. 

4. Execute the following command to set up the script to perform restores. It will create the 
backups folder with the expected permissions and ownership and exit. 

➢ sudo bash /home/[username]/restoredatabase.vxxx.sh –-setup 

 

where [username] is the FRIEND user for the platform. 

 

Note: Depending on your platform, use the following credentials: 

Default Database Appliance Credentials for FRIEND User 

• On-Premises Appliances:  

o Username: friend 

o Password: sspassword 

• AWS Cloud Appliances:  

o Username: ec2user 

o Password: Your VM Instance ID 

• Azure Cloud Appliances:  

o Username: az-user or azureuser 

o Password: Your VM Instance ID 
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Backup database on the production or source database appliance: 
1. Open your SCP client to connect & log into the source appliance running the database 

using the default FRIEND credentials on port 22. If these default credentials have been 
changed, please obtain, and use the modified credentials.  

2. Upload the backup script from your local desktop folder to the /home/[username] 

folder (where [username] is the FRIEND user for the platform) on the appliance that runs 
the database i.e., if you run only a Hub database, please upload it to the Hub appliance 
or if you run a Hub and a Database appliance, please upload it to the Database 
appliance. 

3. Open your SSH client to connect to the database appliance and log in using default 
FRIEND credentials. If these default credentials have been changed, please obtain, and 
use the modified credentials. 

4. Execute the command line to start a backup: 

➢ sudo bash /home/[username]/backupdatabase.vxxx.sh  

where [username] is the FRIEND user for the platform. The script will prompt for a 
password to run as superuser (su) – please enter the default FRIEND password. If the 

password has been changed, please use the modified passwords. 
5. The script will display a banner asking the end user to stop services on the Hub and 

Collectors to keep referential integrity of the database. The script will continue the 
backup even if the services are not stopped.  

6. The script will display the Main Menu. Please select option B to perform a full database 
backup. Follow the prompts and accept defaults for the backup file location and name.  
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7. The script will also prompt whether the user wants to: 

a. D. Download file.  

 
 

b. U. Uploaded file to a remote destination. The script will prompt the end user to 
enter the remote appliance IP/DNS address, remote path, and remote username. 

 
The script will prompt the end user to: 

• Enter the IP/DNS address of the destination to upload the backup file. 

• Enter the remote username for the FRIEND user depending on the platform. 

• The script will then prompt the end user to decide whether the remote 
machine accepts password-based authentication or SSH Key Pair based 
authentication. Select p for password-based authentication.  

• The script will prompt whether to generate an SSH key to be copied to the 
destination to allow password less, seamless transfers in the future.  

o If you select Y, the script will generate a public key to be uploaded to 
the remote destination and then prompt you to enter the password to 
authenticate to the remote destination just once and then copy the 
public key to the remote destination. You will not need to enter a 
password while uploading to this remote destination again.  

o If you enter N, then you will have to enter the password every time the 
script needs to upload the backup file to the destination. 

c. N. Nothing. 
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8. Depending on the size of the database, it may take time to generate a full backup, but 
the script will display data backed up so far out of the total backup file size estimated 
along with the amount of time left estimated and the time elapsed. 

 
 

9. When the backup is finished, the script will restore some permissions on the file 
systems. 

 
 

10. Depending on the options selected above: 
a. If D. Download file was selected:  

i. The script will display contents of the /var/lib/pgsql/backups/ folder and 
wait until the latest backup file has been downloaded. The script keeps 
the access open for 3 hours and it can be extended if the file is not 
downloaded until then. 

ii. Use the same SCP client used above to upload the backup script to 
download the backup file from the database appliance by navigating to 
the folder displayed by the backup script to your local desktop. 

 
Once downloaded, enter Y or y to continue. 

b. If U. Upload file to a remote destination was selected, 

i. The backup files will be uploaded to the remote location. 

 
11. The script may prompt the end user to remove the backup files once they have been 

downloaded or uploaded. 
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12. The script then performs house cleaning tasks and displays a banner with instructions 
on starting services on the Hub and Collectors that may have been stopped prior to 
starting the backup. 

 
13. The backup is now complete. 
14. By default, a log file is created under 

/home/[username]/backupdatabase.vxxx.log – where [username] is the 

FRIEND user for the platform the appliance is running on. Check this log file for status or 
any error messages. There is functionality to rotate the log if it gets above 5MB and to 
keep the last 5 log files so that the logs do not take up too much space on the appliance. 
If asked, provide this log file back to Liquidware. 

 

Restore database on the destination database appliance: 
1. Open your SCP client to connect & log into the destination appliance running the 

database using the default FRIEND credentials on port 22. If these default credentials 
have been changed, please obtain, and use the modified credentials.  

2. Upload the backup restore script from your local desktop folder to the 
/home/[username] folder (where [username] is the FRIEND user for the platform) on 

the appliance that runs the database i.e., if you run only a Hub database, please upload 
it to the Hub appliance or if you run a Hub and a Database appliance, please upload it to 
the Database appliance. 

3. Open your SSH client to connect to the appliance and log in using default FRIEND 
credentials. If these default credentials have been changed, please obtain, and use the 
modified credentials. 

4. Execute the command line to start a backup: 

➢ sudo bash /home/[username]/restoredatabase.vxxx.sh  

where [username] is the FRIEND user for the platform. The script will prompt the user to 
enter the password to run as superuser (su) – please enter the default FIREND 

password. If the password has been changed, please use the modified passwords. 
5. The script will display a banner asking the end user to stop services on the Hub and 

Collectors to keep referential integrity of the database.  
6. The script will prompt the user on whether they need to upload the database backup file. 
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a. If the user enters Y, it will allow access to the /var/lib/pgsql/backups/ folder to 
allow the local FRIEND user to upload the backup file to this location using a 
SCP client. Use the same credentials used to upload the restore script to the 
/home/friend folder above but upload the file to /var/lib/pgsql/backups/ folder. 

 
 

b. If the user enters N, it will list the contents of /var/lib/pgsql/backups/ folder. 
7. Once uploaded, enter Y. 
8. It will then search for the latest backup file in /var/lib/pgsql/backups/ folder with the right 

extension of “*.db.backup.gz” and populates the file as the default option where the end 
user can hit ENTER to accept the default backup file. 

 
 

9. The script then continues to do the following: 

 
a. Display the settings it is configured with. 
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b. Check whether there is adequate space to restore the database. 
c. Stopping relevant services on the local appliance. 
d. Check whether there are active connections to the database, and if so, it will not 

continue if there are active connections. 
e. Restart the database service to clear out any connections. 
f. And finally, prompt the end user for confirmation to continue with dropping the 

existing database and continue with the restoration. Please enter Y to continue. 
10. The script will then continue to do the following: 

 
a. It will supply access for reading the backup file to the Postgres service so that it 

can be restored from. 
b. It will then continue to drop the existing database and begin restoring the entire 

database. 
c. The script should display estimates on the size of the database to be restored, 

and the amount of time it will take to restore it. 
11. Once the restore is complete, it will: 

 
 

a. Restart the database service. 
b. Any existing license will be restored. 
c. Restore any permissions on the /var/lib/pgsql/backups/ folders and files. 
d. Any relevant services running on the appliance will be started. 
e. If there are any Collectors, it will display a list of them where services will need to 

be started. 
12. The script may prompt the user to decide whether to remove the backup files. 
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13. The script then performs house cleaning tasks and displays a banner with instructions 
on starting services on the Hub and Collectors that may have been stopped prior to 
starting the restore. 

 
14. The restore is now complete and the appliance will reboot in 60 seconds. 
15. By default, a log file is created under 

/home/[username]/restoredatabase.vxxx.log – – where [username] is the 

FRIEND user for the platform the appliance is running on. Check this log file for status or 
any error messages. There is functionality to rotate the log if it gets above 5MB and to 
keep the last 5 log files so that the logs do not take up too much space on the appliance. 
If asked, provide this log file back to Liquidware. 

  



 
                    TechBrief 

Stratusphere™ TechBrief: How to perform a Backup Restore of a Stratusphere Database Appliance Page 12 of 14 

 

Command line Instructions 

Liquidware recommends running backup and restore in command line mode if they need to be 

scheduled to occur at fixed intervals during a day of the week or hour of day. The backup script 

can be scheduled to create backups and then upload them to a remote destination database 

appliance automatically. Similarly, the restore scripts can be scheduled to look for a new backup 

uploaded by the source database appliance and then perform a restore on the local database.  

 

On the destination database appliance: 
1. Open your SCP client to connect & log into the destination appliance running the 

database using the default FRIEND credentials on port 22. If these default credentials 
have been changed, please obtain, and use the modified credentials.  

2. Upload the backup script from your local desktop folder to the /home/[username] 

folder (where [username] is the FRIEND user for the platform) on the appliance that runs 
the database i.e., if you run only a Hub database, please upload it to the Hub appliance 
or if you run a Hub and a Database appliance, please upload it to the Database 
appliance. 

3. Open your SSH client to connect to the database appliance and log in using the default 
FRIEND credentials. If these default credentials have been changed, please obtain, and 
use the modified credentials. 

4. Execute the following command to set up the script to perform restores. It will create the 
backups folder with the expected permissions and ownership and exit. 

➢ sudo bash /home/[username]/restoredatabase.vxxx.sh –-setup 

where [username] is the FRIEND user for the platform. 

Backup database on the production or source database appliance: 
1. Open your SCP client to connect & log into the source appliance running the database 

using the default FRIEND credentials on port 22. If these default credentials have been 
changed, please obtain, and use the modified credentials.  

Note: Depending on your platform, use the following credentials: 

Default Database Appliance Credentials for FRIEND User 

• On-Premises Appliances:  

o Username: friend 

o Password: sspassword 

• AWS Cloud Appliances:  

o Username: ec2user 

o Password: Your VM Instance ID 

• Azure Cloud Appliances:  

o Username: az-user or azureuser 

o Password: Your VM Instance ID 
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2. Upload the backup script from your local desktop folder to the /home/[username] 

folder (where [username] is the FRIEND user for the platform) on the appliance that runs 
the database i.e., if you run only a Hub database, please upload it to the Hub appliance 
or if you run a Hub and a Database appliance, please upload it to the Database 
appliance. 

3. Open your SSH client to connect to the database appliance and log in using the default 
FRIEND credentials. If these default credentials have been changed, please obtain, and 
use the modified credentials. 

4. Execute the following command to set up the script to perform backups. It will create the 
backups folder with the expected permissions and ownership and exit. 

➢ sudo bash /home/[username]/backupdatabase.vxxx.sh –-setup 

where [username] is the FRIEND user for the platform. 

5. Execute the following command to generate SSH Keys and copy it to the remote 
destination location for password less, seamless file transfers. 

➢ sudo bash /home/[username]/backupdatabase.vxxx.sh –-keyGen 

Follow the prompts to enter the remote destination IP/DNS address and remote 

username. The script will generate a SSH Key and copy it to the remote destination so 

that future file transfers can occur seamlessly with no user input. 

6. Execute the command line to start a backup and upload it to a remote destination 
database appliance: 

➢ sudo bash /home/[username]/backupdatabase.vxxx.sh -b 

/var/lib/pgsql/backups/portal.db.backup.gz -r 

[remote.ip.dns.address] –p /var/lib/pgsql/backups/ -u username 

 

where [username] is the FRIEND user for the platform. 

Here is a brief explanation of the command line arguments:  

-b is the backup file path which must be within /var/lib/pgsql/backups folder with a 

*.db.backup.gz extension. Any other location or extension will be rejected. 

-r is the remote destination database appliance IP or DNS address 

-p is the remote file path which should be /var/lib/pgsql/backups/ 

-u is the FRIEND username on the remote appliance.  

Restore database on the destination database appliance: 
1. Open your SCP client to connect & log into the destination appliance running the 

database using the default FRIEND credentials on port 22. If these default credentials 
have been changed, please obtain, and use the modified credentials.  

2. Upload the backup script from your local desktop folder to the /home/[username] 

folder (where [username] is the FRIEND user for the platform) on the appliance that runs 
the database i.e., if you run only a Hub database, please upload it to the Hub appliance 
or if you run a Hub and a Database appliance, please upload it to the Database 
appliance. 

3. Open your SSH client to connect to the database appliance and log in using the default 
FRIEND credentials. If these default credentials have been changed, please obtain, and 
use the modified credentials. 
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4. Execute the following command to set up the script to perform restores. It will create the 
backups folder with the expected permissions and ownership and exit. 

➢ sudo bash /home/[username]/restoredatabase.vxxx.sh –-setup 

where [username] is the FRIEND user for the platform. 

5. Execute the command line to start a restore on a database appliance: 

➢ sudo bash /home/[username]/restoredatabase.vxxx.sh -b 

/var/lib/pgsql/backups/portal.db.backup.gz  

 

where [username] is the FRIEND user for the platform. 

 

Here is a brief explanation of the command line arguments:  

-b is the backup file path which must be within /var/lib/pgsql/backups folder with a 

*.db.backup.gz extension. Any other location or extension will be rejected. 

Error Checking 

As part of daily operations, there can be errors on execution of the backup and restore scripts. 

Liquidware recommends checking the log files for errors so that action can be taken sooner 

rather than later. 

Backup Script 
On the source production appliance that hosts the Stratusphere Database, the backup script 

creates a log output every time it executes a backup. It is available under 

/home/friend/backupdatabase.v66x.log or 

/home/[username]/backupdatabase.v66x.log where [username] is the FRIEND user 

for the platform. 

Restore Script 
On the destination production appliance that hosts the Stratusphere Database, the restore script 

creates a log output every time it executes a restore. It is available under 

/home/friend/restoredatabase.v66x.log or 

/home/[username]/restoredatabase.v66x.log where [username] is the FRIEND user 

for the platform. 
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